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Abstract 
The war against botnet infection is fought 
every day by users that want to feel safe against 
any threat of compromise hosts. In this paper we 
are going to focus on the behavior of Peer 2 Peer 
(P2P) botnets, which along with hybrid botnets 
is a growing trend among attackers. The main  
approach will consist of a behavior comparison 
among features extracted from network flows, 
focusing only in  the flows from P2P applications 
including P2P botnets. 
Keywords : clusters, network flows, P2P botnets, 
unsupervised learning 
1. Introduction 
Malicious software such as botnets has been 
around for quite a t ime already and it keeps 
improving, evolving and growing, as for the 
detection systems, they try to keep track of these 
new emerging botnets trends but some fail to  
provide a definite and accurate solution to this 
problem. For example, this past May “8chan”, a 
website composed of user-created boards, re-
ported a series of DDoS attacks coming from the 
“Hola!” network, a popular virtual private net-
work use for viewing b locked v ideos and TV 
shows from other countries, which counts with a 
pool of 6 million IP addresses [1]. 
Activities such as adding signatures to da-
tabases, protecting servers against hackers, the 
use anti-virus software to protect computers 
from getting infected, track C&C server activi-
ties and so many other actions are taken  in con-
sideration, but still cybercriminals find a way to  
go around the security measures. The use of 
supervised learning models is one of many ap-
proaches that can be use to deal with botnets, 
classifiers like support vector machines (SVM) 
have shown great accuracy separating botnet 
network flows from normal flows [2], other 
methods like decision tree algorithms have been 
put to the test as well, measuring how accurate 
the decision tree classifies the data [3]. The 
drawback of the previous mention methods is 
that most of them need labelled data in order to 
function and only yields better results when the 
botnet signature is already known. 
In hopes to contribute to these efforts, in this 
paper we propose the use of Unsupervised Ma-
chine Learning  algorithms for the fight against 
botnet detection. A comparison among three 
clustering algorithms using network flows e x-
tracted from a set of features, will be carried out 
thorough out this paper. The rest of this paper, is 
organized with the following: the method use, 
the experiment design with the respective ob-
servations and finally the analysis of the results. 
2. Method 
The structural synthesis of CCPGTs will be 
performed based on the creative design meth-
odology process [7-8].  
The design requirements and design con-
straints are summarized based on the character-
istics of the mechanism. 
2.1. Approach using Unsupervised Learning 
Traffic can be classified by selecting its at-
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tributes which distinguishes their behavior, we 
want the unsupervised learning algorithm to find  
the patterns hidden among the P2P flows. To  
facilitate the algorithm detection a previous 
process to select the most relevant features will 
be carry out and then these input will be feed to  
the clustering algorithms in order to compare 
their overall performance creating clusters based 
on the characteristics of those features. Then the 
resulting cluster will be cross validated in order 
to ensure the legitimacy of the outputs. Fig. 1 
shows a flowchart with the overall process: 
 
Fig. 1 Overall process of the approach using 
Unsupervised Learning 
2.2. Clusters Evaluation Measurements 
In this paper we choose Simple K-means, 
Farthest First [4] and DB Scan [5] to work with  
clustering algorithms to compare which is the 
best fit  to classify P2P botnets traces using 
network flows ext racted from the packets send 
within  a network [6].The data is d ivided later 
into subsets for evaluating the machine learning  
algorithms, the sets contain P2P traffic from 
both kind’s malicious flows and Non- Malicious 
flows. Performance statistics are calculated for 
all the trials. The class is ignored during all the 
evaluations for the clusters. The validation 
measures are used to evaluate the credibility of 
the clusters, in this case due to the high imbal-
ance between classes, to keep the real scenario  
of a network, we can’t only rely on the accuracy 
measurement of the clusters. 
The Classification Oriented Measures of 
Cluster Validity are described below: 
• The number of correctly classified instances as 
malicious is referred to as the True Positive 
(TP). 
• The number of instances classified as mali-
cious but should be normal and therefore re-
jected, is referred to as the False Positive (FP).  
• The number of instances classified as normal 
but are actually malicious, is referred to as the 
False Negative (FN). 
• The number of normal instances from a class 
correctly rejected is referred to as True Nega-
tive (TN). 
3. Results and Discussion 
We need to utilize clustering algorithms  
which can handle such differences in the data 
along with the first 10 top ranked attributes from 
the feature extraction. As mention before we 
used WEKA [6] to run this three clusters. 
3.1. Dataset Assemble for Testing 
The dataset used in this paper was obtained 
from a previous research group that made the 
datasets publicly available, their paper is about a 
P2P traffic categorization system called “Peer 
Rush” [8]. The labeled data of all four P2P ap-
plications (Emule, UTorrent, Vuze and Fros t-
Wire) along with Zeus and Waledac were used 
for testing purposes. The dataset was divided 
into 3 combinations of subsets, containing both 
kinds of flows that are labeled either 
Non-Malicious or Malicious: 
• Dataset 1 (Zeus traces): A total of 17,940 
flows are contained in the dataset, 95% 
non-malicious traces and 5% malicious traces.  
• Dataset 2 (Waledac Traces): A total of 12,310 
flows are contained in the dataset, 93% 
non-malicious traces and 7% malicious traces.  
• Dataset 3 (Zeus and Waledac traces): A total 
of 12,334 flows are contained in the dataset, 
92% non-malicious traces and 8% malicious 
traces. 
3.2. Unsupervised Learning Comparison 
The accuracy of all the algorithms is shown 
in Fig. 2. 
DB Scan performed significantly well for all 
the situations assigned, each change of dataset 
dimin ishes slightly the accuracy, but in general it  
maintains the highest percentage. Simple 
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K-means improved in the last test but still had  
some imbalance in the number of correctly  
classified malicious instances that were re-
trieved. 
 
Fig. 2 Accuracy of Unsupervised Algorithms for 
all Datasets 
In Table 1 we can compare the real perfor-
mance values of each algorithm. DB Scan  
proves to be a worthy contender against P2P 
botnets flows and may be used to improve the 
precision of detection systems along with other 
security tools. We believe that each algorithm 
performs depending on the quality of the data 
and the previous preprocessing of it. 
Table 1 Average measurement values for each 
algorithm 
 
4. Conclusions 
The use of unsupervised learning was pro-
posing for classifying P2P traffic flows in  
comparison to the previous methods using su-
pervised learning. The results lead us to believe 
the data is suitable for a density based cluster, 
since DB Scan algorithm performed well on  
every situation, obtaining high precision class i-
fying P2P botnet flows and retriev ing most of 
these malicious flows from the normal P2P 
Traffic. 
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